
P R O T E C T  Y O U R  D O N A T I O N S
A  G U I D E  T O  A V O I D I N G  E M A I L  S C A M S

I F  Y O U  A R E  E V E R  C O N C E R N E D  A B O U T  A N  E M A I L  T H A T  A P P E A R S  T O
B E  A  S C A M ,  P L E A S E  D O  N O T  H E S I T A T E  T O  C O N T A C T  U S

Install two-factor authentication on email and banking accounts.

Verify the sender email address before following any
instructions. You can do this by clicking on the sender’s name.
Confirm that email address looks legitimate. Email addresses
from the Foundation end in wfboston.org

Scrutinize links and attachments in emails. Hover your mouse
over URLs to view where links go. Verify that links go to
legitimate websites. Do not download anything suspicious. 

Third-party websites can also be used to confirm message
authenticity. Sites such as Charity Navigator and Candid
GuideStar can be used to research nonprofits and their work.
The Women’s Foundation of Boston has earned the Candid
Platinum Seal for transparency.  

Be cautious with any email that demands urgent action, or one
that contains any harsh or guilt tripping language.

Advances in Artificial Intelligence (AI) have multiplied the number of authentic-
appearing email scams. Utilize this checklist to stay vigilant against scams, and

protect your generous donations and philanthropic intentions from hackers. 

Beware of misspellings and strange formatting. 

https://www.charitynavigator.org/
https://www.guidestar.org/?utm_term=candid%20guidestar&utm_campaign=GuideStar+Brand+Control&utm_source=google&utm_medium=cpc&hsa_kw=candid%20guidestar&hsa_net=adwords&hsa_ad=671719330545&hsa_tgt=kwd-842032131532&hsa_acc=7561599582&hsa_cam=15858689038&hsa_src=g&hsa_ver=3&hsa_mt=b&hsa_grp=131578037265&gad_source=1&gclid=Cj0KCQjwkdO0BhDxARIsANkNcrdTySzt2IzGuDCE6eGGCG0dqP5ca7fMXnWDkxdi2WSPblopDMQSUnEaAmZzEALw_wcB
https://www.guidestar.org/?utm_term=candid%20guidestar&utm_campaign=GuideStar+Brand+Control&utm_source=google&utm_medium=cpc&hsa_kw=candid%20guidestar&hsa_net=adwords&hsa_ad=671719330545&hsa_tgt=kwd-842032131532&hsa_acc=7561599582&hsa_cam=15858689038&hsa_src=g&hsa_ver=3&hsa_mt=b&hsa_grp=131578037265&gad_source=1&gclid=Cj0KCQjwkdO0BhDxARIsANkNcrdTySzt2IzGuDCE6eGGCG0dqP5ca7fMXnWDkxdi2WSPblopDMQSUnEaAmZzEALw_wcB

